Ipuioxkenne N 2 K METOTUIECKIM

PEKOMEH 1Al O pa3MELICHUH Ha
WH(OPMAIMOHHBIX CTEHIAaX, OHUIIHMATHEHBIX
MHTEPHET-calTax u Ipyrux nHGOPMaMOHHBIX
pecypcax 00111e00pa3oBaTeIbHBIX OPraHU3aALNNA U
OpraHoB, OCYIIECTBIISIONINX yIIpaBJieHue B chepe
oOpa3oBanus, nHGopmammu 0 6e30MacHOM
MOBEJICHUU U UCIOJb30BaHuM ceTu "Murepuer”
(ITucemo MunmcrepcTBa 00pazoBanus U HayKu PO
oT 14 mast 2018 r. N 08-1184 "O nanpasienuun
uHpopmanun")

NudopmannonHas nmamMsitka
AJIs1 00y4aroIMXCcs JJIA pa3MelieHus1 Ha opunuaabHbiXx UHTEpHET-pecypcax

C KaXIIbIM TOJIOM MOJIOACKH B HHTEPHETE CTAHOBUTHCS OOJIBIIE, a IIIKOJIBbHUKUA OJHU U3
CaMbIX aKTUBHBIX IOib30BaTenedl PyHera. Mexay TeM, MOMHUMO OTPOMHOIO KOJUYECTBA
BO3MOJKHOCTEH, HHTEPHET HECET W MpOoOJIeMbl. DTa MaMsITKa JO/DKHA MTOMOYb TeOe Oe30IacHo
HaXOJUTHCS B CETH.

KommnsrorepHbie BUpyChI

KommnbrorepHblii  BHpyC - 3TO  Pa3sHOBUAHOCTh  KOMIBIOTEPHBIX  IPOIPaMM,
OTJIMYUTENPHOH OCOOCHHOCTBIO KOTOPOH SBJISIETCS CIIOCOOHOCTh K pa3MHOXeHHi0. B
JIOTIOJIHEHHE K ATOMY, BUPYChl MOT'YT MOBPEAMTH WJIM IMOJHOCTHIO YHUUTOXUTH BCcE (hallabl U
JTaHHbIE, MOJKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHHU KOTOpOro Oblia 3alylleHa 3apakEHHas
IporpamMma, a TakKXe IOBPEIUTh WIH AaK€ YHHUYTOXHUTh OINEPALMOHHYIO CHCTEMY CO BCEMH
daitnamu B 11esioM. B 601bIIMHCTBE CllyyaeB pacpOCTPAHAIOTCS BUPYCHI Uepe3 HHTEPHET.

Mertozp! 3aIIUTHI OT BPEIOHOCHBIX MPOrPaMM:

1. Mcnonp3yil COBpEMEHHBIE ONEPALMOHHBIE CHCTEMBI, HMEIOLUE CEPbE3HBIA YPOBEHb
3aIIUTHI OT BPEIOHOCHBIX IIPOIPAMM;

2. TlocrosiHHO ycTaHaBiIMBail madyTu (LUQPOBBIE 3aIUIATKH, KOTOPhIE ABTOMATHUYECKU
YCTaHABIMBAIOTCA C LENbl0 JOpabOTKM TMporpaMMbl) U Jpyrue OOHOBIIEHHS CBOEH
ornepanroHHOM cuctembl. CkauMBail UX TOJIBKO ¢ opuimansHoro caiira pazpadorunka OC. Ecin
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. Pabotaii Ha cBOeM KOMIIbIOTEpE I10J1 IIpaBaMH IOJIb30BaTeNs, @ HE aJAMUHUCTPATOPA.
OTO HE TMO3BOJMUT OOJNBIIMHCTBY BPEIOHOCHBIX MPOTrpaMM HWHCTAJUIMPOBATHCSI HAa TBOEM
[IEPCOHAIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE NPOTPAMMHBIE MPOJAYKTHI W3BECTHBIX MPOU3BOAMTENEH, C
aBTOMATHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub (pU3NUECKH JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHHUX JIUIL;

6. Vcnonp3yii BHELTHHE HOCUTENU WHpOpMAalUK, Takue Kak (hiemka, JUcK Win (aiin u3
WHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOUYHNKOB;

7. He oTkpbiBail KoMmbIOTEpHBIE (hailibl, TOTYYEHHbIE U3 HEHAAEKHBIX HCTOYHHMKOB.
Jaxe Te ¢ailibl, KOTOpbIe NMpUCIad TBOW 3HAKOMBIH. Jlydllle yTo4HH y HEero, OTHpaBisil JU OH
Tebe ux.

Cetu WI-FI
Wi-Fi - aT0 He BUJ mepenaun JaHHBIX, HE TEXHOJIOTHS, a BCETo JUIIb OpeH 1, Mapka. Emie

B 1991 rony muaepnanickas xommnanus 3apeructpupoBana opena "WECA", uto o6o3Hauano
cnoBocouetanue "Wireless Fidelity", koTopsblii mepeBoautcs kak "GecrpoBoiHas TOYHOCTH'.



Jlo Hamiero BpeMeHHM Jolia japyras abOpeBuaTypa, KOTopas SBISETCS TaKoOH ke
TexHoyioruei. Ito abopeBuarypa "Wi-Fi". Takoe HazBaHue OBLIO JaHO C HAMEKOM Ha CTaHAAPT
BhICIINIA 3ByKOBOM TexHUKHM Hi-Fi, uTo B mepeBose o3Ha4yaeT "BbICOKAst TOYHOCTH'.

Jla, GecraTHBIA MHTEPHET-AOCTYI B Kade, OTelsIX U a’poroprax SBISETCS OTIUYHON
BO3MOXKHOCTBIO BBIXO/Ia B MHTEpHET. HO MHOTHE AKCHEepPTHl CYMTAIOT, YTO 00mIenocTynHbie Wi-
Fi cetu He sBNsAIOTCA G€30MaCHBIMU.

Cogertsl o Oe3omacHOCTH paboTe B 001Ie10CTYMHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro JuuyHyr HH(popManuro yepe3 oOmemnoctynHeie Wi-Fi cern.
Paboras B HuX, )KeJaTe’abHO HE BBOAUTH IMAPOJH JOCTYIA, JOTHHBI U KaKhe-TO HOMEpa;

2. Wcnonb3yit 1 OOHOBJISI aHTUBHPYCHBIE TIPOTPaMMbl B OpaHaMayep. Tem cambIM ThI
o0e3omacuib ceds 0T 3aKaYKH BHPYyCa Ha TBOE YCTPOUCTBO;

3. Ilpu wucnons3oBanuu Wi-Fi otkmoun dyaknuo "OOmuii moctyn k dainam u
npuntepam". JlaHHas (yHKIMS 3aKpbITa 10 YMOJYaHHUIO, OJHAKO HEKOTOPBIE IOJIb30BATEIN
aKTUBUPYIOT €€ AJisl y100CTBa NCIOIb30BaHUs B paboTe WiH yueoe;

4. He ucnonn3yii nmyommunsii WI-FI s mepenaum JUYHBIX JaHHBIX, HAIPUMEp JUTS
BBIXO/Ia B COIMAJIbHBIE CETH WU B AJIEKTPOHHYIO MOUTY;

5. nons3yit Tonpko 3amuineHHoe coeauHenue uepe3 HTTPS, a we HTTP, t.e. npu
Habope BeO-aapeca BBoau uMeHHO "https://";

6. B wmoOunpHOM Tenmedone otkmoun ¢ynkuuito "llogxmrouenme k  Wi-Fi
aBromatuyecku". He momyckail aBTOMaTu4ecKoro moAKII0OUEHUs yeTpoiicTa K cetsim Wi-Fi 6e3
TBOETO COTJIACHSL.

CoumanbHbIE CETH

ConuanbHble CETH aKTMBHO BXOJST B Hallly *H3Hb, MHOTHE JIIOJU padOTaIOT U KHUBYT
TaM IMOCTOSIHHO, a B Facebook y»ke 3apeructpupoBaH MUIUIMApP]] YEIOBEK, UYTO SBJSETCS OJHOU
CeIbMOI BCEX JKMTENICH IJIaHeThl. MHOTHE MOJBb30BATEIM HE MOHMMAIOT, YTO WH(pOpMAaIHs,
pasMelleHHas UMH B COIIMAIbHBIX CETSAX, MOXKET ObITh HalJileHa M UCIOJIb30BaHa KEM YTOJIHO, B
TOM YHCJIE€ HE 0053aTeIbHO ¢ OJJarMMH HaMEPEHUSIMH.

OCHOBHBIE COBETHI IO OE30MACHOCTH B COLIUANIBHBIX CETAX:

1. Orpannup cnucok napys3eil. ¥ T1eOs B Apy3bsX HE JODKHO OBITh CIy4yailHBIX H
HE3HAKOMBIX JIIOJCH;

2. 3ammmail CBOIO YacTHYIO XKu3Hb. He ykaspiBail maposu, TenedoHsl, agpeca, IaTy
TBOETO POXKJICHHS U JIPYTyI0 JUUHYI0 MHGOpMaNHio. 37I0yMBIIUIEHHUKA MOTYT HCIOJIb30BaTh
Jake nH(OPMALIHIO O TOM, KaK Thl ¥ TBOM POJIUTEINN IUIAHUPYETE MPOBECTH KaHUKYJIBI;

3. 3amuinai cBOIO penyTaluio - AepKU ee B YUCTOTE U 3ajaBail cebe Bompoc: XoTeln Obl
ThI, YTOOBI JPYTU€ MOJIH30BATENN BUAEIH, YTO Thl 3arpykaeuisb? [logymail, mpexnae 4em 4To-To
OIyOJIMKOBATh, HAIIUCATD U 3aTPY3UTh;

4. Ecnu Thl TOBOPUIIIB C JIFOABMH, KOTOPBIX HE 3HAEIllb, HE HCIIONb3YH CBOE pealbHOE UM
U JIpYTYIO JINYHYIO MH(OPMAITK: UM, MECTO KHUTEIbCTBA, MECTO y4eObl U IIpoUeEe;

5. U36eraii pazmemienus ¢otorpaduii B aTepHere, rae Thl n300paxeH Ha MECTHOCTH,
10 KOTOPOM MOYKHO OIIPEIENIUTH TBOE MECTOIIOJIOKEHUE;

6. [Ipu peructpamnuu B COUATBLHON CETH HEOOXOIUMO HCIOIB30BaTh CIOKHBIC TTAPOJIH,
cocrosiIre u3 OykB U (P U ¢ KOJIUIECTBOM 3HAKOB HE MeHee §;

7. st conuanbHOM CETH, TOYTHI U IPYTHUX CAaHTOB HEOOXOAMMO HCIOJB30BaTh Pa3HbIC
naposu. Toraa ecnu Te6s B3JIOMAIOT, TO 3J0YMBIIUIEHHUKU MOIy4YaT JJOCTYIl TOJIBKO K OJHOMY
MECTY, a HE BO BCE Cpa3y.

DJIEKTPOHHBIE JE€HbIU

ONEKTPOHHBIE JIEHBI'H - 3TO OY€Hb YMOOHBIM croco0 miuaTekel, OJHAKO CYLIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.



OJIEKTPOHHBIE JICHBI'W TMOSBHJIUCh COBCEM HENABHO M MMEHHO M3-3a 3TOr0 BO MHOI'MX
rocyzapcrBax /10 CUX IOp HE MPOMUCAHO NP0 HUX B 3aKOHAX.

B Poccum xe OHM (QYHKIMOHUPYIOT W O HHX YK€ HIpPOMHCAHO B 3aKOHE, TIe HUX
pa3lensloT Ha HECKOJbKO BHJOB - AHOHMMHBIE M HE aHOHMMHbIE. PasHuna B TOM, 4YTO
AHOHHMHBIE - 3TO T€, B KOTOPBIX pa3pelraercs MPOBOIUTH Olepanuu 0e3 HUACHTHU(PUKAIUU
M0JIb30BATENs, @ B HEAHOHUMHBIX UACHTU(DUKAIINU [T0JIb30BATENS SIBISIETCS 003aTeNIbHOM.

Takxe cieqyer pasauvarh 3JEKTPOHHBIC (UATHBIE ACHBIU (PaBHBI TOCYIApCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHBIC He(UATHbBIE IEHbI'H (HE PaBHBI TOCYJApPCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI IO O€30MACHOM pabOTe € HNEKTPOHHBIMH JJCHbIaMH:

1. IIpuBsoku K cyeTy MOOWIBHBIA TelaedOH. DTO caMblii YAOOHBINH M OBICTPBIH CHIOCOO
BOCCTAaHOBUTH JIOCTYN K cueTy. l[lpuBs3aHHBIA TenedOoH IMOMOXKET, eciu 3a0yaenib CBOU
IJIATEKHBIN [1apOJIb UM 3alIe1Ib HA CAT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonb3yii omHopa3zoBbie mapoiu. [locie mepexoaa Ha yCHICHHYIO aBTOPU3AIIUIO TeOe
yke He Oy/IeT yrpoKaTh OMAaCHOCTh KPa)KH WJIU TiepexBaTa IIaTeKHOTO MapoJis;

3. BwiOepu cinoxsbd maponb. [IpecTynmHukam OyIeT HE MPOCTO YralaTh CIIOMKHBIHN
napoJib. HajgexHsle maposiu - 370 napoju, KOTOpPbIE ColepkKaT HE MEHEe 8 3HaKOB U BKIIIOYAIOT B
ce0sl CTPOUHBIE U MPONUCHBIE OYKBBI, HU(PBI U HECKOJIIBKO CUMBOJIOB, TAKME KaK 3HAK J0JUIapa,
¢dyHTa, BOCKJIMIIATEIbHBIN 3HaK 1 T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIC JJAHHBIE HA CaliTaxX, KOTOPHIM HE JIOBEPSCIIIb.

DJIeKTpOHHAs 10YTa

DIIeKTpOHHAs TIOYTa - 3TO TEXHOJIOTHS U MPEIOCTABIISIEMbIE €10 YCIYTH 10 MEPECHUIKE U
MOJIYYEHHUIO JJIEKTPOHHBIX COOOILICHHUM, KOTOpBIE pacHpeleNsaioTcs B KOMIBIOTEPHOH CeTu.
OO0BI4HO 3JIEKTPOHHBIN IIOYTOBBII SIIITUK BBITJIA AT CHEAYIOUIUM obpazom;
UMs_TIOJb30BaTeNA(@uUMs_ToMeHa. Takke KpoMme Tepeladyd MpPOCTOro TEKCTa, HMeEeTCs
BO3MO>KHOCTH TIepe/iaBaTh (aibl.

OcHOBHBIE COBETHI 10 6€30MacHO paboTe C INEKTPOHHON MOUTOM:

1. Hano BbIOpaTh npaBUIIbHBIA MOYTOBBIA cepBUC. B MHTEpHETE €CTh OrPOMHBIN BBHIOOD
OecIIaTHBIX MOYTOBBIX CEPBHUCOB, OJJHAKO JIyUIlle TOBEPATH TEM, KOTO 3HACIIb M KTO MEPBHIN B
peuTHHre;

2. He yka3piBaii B JIUYHON MouTe NUYHYIO HWHbopMaiuio. Hampumep, mydiie BeIOpaTh
"My3bIKabHbIN _(panat@" win "pokx2013" Bmecto "temal3";

3. Mcnonb3yil ABYX3TAMHYIO aBTOPU3ALMIO. JTO KOTJAa MOMUMO Hapojsl HYy’KHO BBOJUTH
KO/, IPUCHITIaeMbIi 10 SMS;

4. BpiOepu cnoXHBIM maponb. s KaKIOro MOYTOBOTO SIIMKA JOJDKEH OBITH CBOM
HaJICKHBIN, YCTOWYMBBIN K B3JIOMY IIapOJIb;

5. Ecnu ecTb BO3MOXXHOCTh HamucaTb CaMOMY CBOM JIMYHBIM BOIIPOC, HUCIIOJIB3YH 3Ty
BO3MO’KHOCTb;

6. Hcnonp3yll HECKOJNBKO IMOYTOBBIX SAIIUKOB. [lepBbIN Uisi 4acTHOW MEPENUCKH C
ajgpecaTaMH, KOTOPBIM Thl JOBEPSCIIb. JTO AJIEKTPOHHBIM aapec HE HAJ0 HMCIOJIb30BaTh MPHU
peructpanuu Ha Gopymax U caiTax;

7. He oTkpbiBaii (aitsibl U Apyrue BIOKEHUS B MUCHhMAax Ja)e €CIM OHU TMPHUIUIA OT
TBOUX Jpy3ei. Jlydile yTouHu y HUX, OTIPABISUTH T OHU TeOe 3TH (paiiisr;

8. [lociie okoHuaHUs paOOTHI HA TTIOYTOBOM CEPBUCE TIEPE/T 3aKPHITHEM BKIIAJIKH C CATOM
He 3a0y/1b HaXKaTh Ha "BeridTu".

KI/I6Cp6YJ'IJII/IHF HJIM BUPTYAJIbHOC U3ACBATCIILCTBO
KI/I6Cp6YJ'IJII/IHF - IIpeciIca0oBaHUC COO6IJ_ICHI/I}IMI/I, COJACpKaIIuMU OCKOp6J’ICHI/I${,

arpeCCuro, 3alnyruBaHuC; XYJIUTaHCTBO, COIIMAJIBHOC 6OI>'IKOTI/IpOBaHI/Ie C MIOMOMIBIO pa3JINYHBIX
HHTCPHET-CCPBUCOB.



OcHOBHBIE COBETHI IO 60pHOE ¢ KUOEPOYIITUHIOM:

1. He 6pocaiics B 6oit. Jlyummii crmoco6: moCcOBETOBaThCS Kak ceOsi BECTH M, €CIM HET
TOTO, K KOMY MOXXHO OOpaTHTbCS, TO BHAyaje YCIIOKOMTbCA. ECIM Thl HayHeNmlb OTBEYATh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHS, TO TOJIBKO ele 0O0JIbIIe pa30XoKelb KOH(IUKT;

2. Yrpasinsii cBoel KubeppenyTarmei;

3. AHOHUMHOCTH B ceTH MHUMas. CylIecTBYIOT CIOCOOBI BBISICHUTb, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BeCcTH XYJIMTaHCKUNA 00pa3 BUPTyalbHOU ku3HU. IHTEpHET (DUKCUpYeT Bce
TBOM JICUCTBUS U COXPAHSCT UX. Y AAUTh X OYAET KpailHe 3aTPYAHUTEILHO;

5. Co0Oroaii CBOM BUPTYaJbHYIO YECTh CMOJIONY;

6. Urnopupyit enuanynbliii HeratuB. OHOPa30BbIe OCKOPOUTEIBHBIE COOOICHHUS YIS
UrHopupoBaTh. OOBIUHO arpeccus IpeKpanaeTcs Ha Ha4aabHOUM CTaANH;

7. ban arpeccopa. B nmporpammax oOMeHa MIHOBEHHBIMH COOOIICHUSIMH, B COIIHATbHBIX
CETSIX €CTh BO3MOKHOCTb OJIOKMPOBKHU OTIIPABKU COOOIIEHUN C ONPEIETICHHBIX aJ[PECOB;

8. Ecmm 1B cBuperenp kubOepOyuimHra. TBOM JEHCTBHA: BBICTYHHTH IPOTHUB
npecieoBareis, MoKa3aTb €My, YTO €ro JACHCTBUSA OLEHUBAIOTCS HEraTHBHO, IOAEPKATh
KEpPTBY, KOTOPOH HYXKHA TIICHXOJOTMYECKash IIOMOIb, COOOMIMTH B3pOCIHBIM O (aKTe
arpecCUBHOrO MOBEJICHUS B CETH.

MoOwibHBIN TenehoH

CoBpemenHble cMapTHOHBI M IJIAHIIETHI CcOAEpKAT B ce0e BIIOJIHE B3POCIHbII
(GyHKUIMOHAT, U TENmeph OHM MOTYT KOHKYPHUPOBaTh CO CTAallMOHAPHBIMU KOMITHIOTEPAMHU.
OpnnHako, CpeJCTB 3alIUThI AJs MOJOOHBIX YCTPOICTB MOKA OYeHb Malo. TecTupoBaHHE U MOUCK
YSA3BUMOCTEN B HHUX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak s 11K, To e camoe kacaercsa u
MOOUJTBHBIX MPUIIOKEHHIH.

CoBpeMeHHbIe MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKHU JTOTHAJIM HACTOJIbHBIC aHAJIOTH,
OJIHAKO paciupeHue (yHKIMOHANA BIEYeT 3a COOON OOMNBIIYI0 CIIOXHOCTh U MEHBIIYIO
3alUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJIUTENU BBHIMYCKAIOT OOHOBJICHHS, 3aKPHIBAIOIIUE KPUTUUECKUE
YSI3BUMOCTH JIJIsI CBOUX YCTPOMCTB.

OcHoBHBIE COBETHI JJIs1 6€30MacHOCTH MOOUIIBLHOTO TenedoHa:

1. Huuero He siBisieTcst mo-HACTOAIMIEMY OecTutaTHBIM. Byib oCTOpOKEeH, Beib Koria Tede
npeiaraT OecIiaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKUE-TO TUIATHBIE YCIIYTH;

2. Jymaii, npexae yem oTnpaBuTh SMS, ¢oto mwnn Buaeo. Thl TOUHO 3HACIIb, T/I€ OHU
OyIyT B KOHEYHOM HTOTE?

3. Heo6xoaumMo 0OHOBIISATH OMIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(OHa;

4. Ucnionb3yit aHTUBUPYCHBIE TPOTPAMMBI JIJIsl MOOMIIBHBIX TeNe(OHOB;

5. He 3arpyail nprJIO)KEHHUSI OT HEU3BECTHOIO MCTOYHHMKA, BEIb OHH MOTYT COJIEPKATh
BPEIOHOCHOE MPOrpaMMHOe 00ecreYeHne;

6. Ilocnme Toro kak ThI BBIMJCIIH C CalTa, TJ€ BBOAWI JIMYHYIO MH(POPMAIIHIO, a1 B
HacTpoWKU Opay3epa u ynanu cookies;

7. Ilepnonnuecku NpoBepsid KaKKe IJIaTHbIE YCIYTHM aKTHBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBOii HOMEp MOOWJIBHOTO TeledoHa TONBKO JOJSAM, KOTOPBIX ThI 3HACIIb U
KOMY JIOBEpSICIIIb;

9. Bluetooth momkeH OBITH BBIKIIOUEH, KOTJIa Thl MM HE Moyb3yemnibcs. He 3a0biBaii
WHOT/1a TIPOBEPSITH 3TO.

Online urpsi

COBpeMeHHBIe OHHaﬁH-HFpLI - OTO KpaCOYHBIC, 3axBaTbIBAIOIINEC Pa3BJICUYCHUA,
06'LC,Z[I/IH$IIOIJ_II/IC COTHHU TBICAY YCJIOBCK II0 BCEMY MUPY. HFpOKI/I HUCCICAYIOT Z[aHHBIﬁ UM MHD,



00IIArOTCS APYT C IPYrOM, BBHIMOTHSIOT 3aJaHUs, CPAKAIOTCS C MOHCTPAMH H MOJYYalOT OIIBIT.
3a yIOBOJBCTBUE OHU IUIATAT: MOKYMAIOT JUCK, OIUIAYMBAIOT a0OHEMEHT WJIM HpUOoOpeTaroT
KaKHe-TO OILIHH.

Bce stm cpenctBa mayT Ha noalepKaHUE M Pa3BUTHE WIPBL, a TAKXKE HAa caMy
0€30MacHOCTh: COBEPIIEHCTBYIOTCSI CHUCTEMbl aBTOPU3AIMHU, BBIMYCKAIOTCSA HOBBIC MaTYU
(undpoBbIe 3aMIaTKU AJIS IPOrpaMM), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momo0HBIX Urpax CTOMT OMacaThbCs HE CTOJBKO CBOMX COMEPHUKOB, CKOJBKO KPaKU
TBOETO MapoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3aLMU OOJIBIIMHCTBA UTP.

OcCHOBHBIE COBETHI 110 0€30MMaCHOCTH TBOETO UTPOBOT0 aKKAYHTA!

1. Ecnu npyroit urpok BeneT cedsl MI0X0 WIM CO3/1aeT Te0e HEeMPHUATHOCTH, 3a0JI0KUpYi
€ro B CIIMUCKE UTPOKOB;

2. Tloxanyiics aIMHHHCTpAaTOopaM WIPbl Ha IUIOXO€ IIOBEJEHUE JTOr0 MIPOKa,
JKEJIaTENIbHO MPUJIOKUTH KAaKUE-TO JI0KA3aTeIbCTBA B BUAE CKPUHOB;

3. He yka3wiBaii muunyro uHdopmaluio B mpodaiiie urpsl;

4. YBaxkall Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuIIHaIbHbBIE TATYN U MOJIBI;

6. Mcnonp3yil clioKHbIE U pa3Hble apoJy;

7. Jlaxxe BO BpeMsl UIpbl HE CTOUT OTKIIOYaTh aHTUBUpPYC. [loka Thl Wrpaemib, TBOU
KOMIIBIOTEP MOTYT 3apa3UTh.

DumuAT WIN Kpaxa JUYHbIX JaHHBIX

OObIyHON Kpakel JEeHEer M JOKYMEHTOB CEroJHs YK€ HMKOrO HE€ YJIUBHUIIb, HO C
pa3sBUTHEM HUHTEPHET-TEXHOJOTMH 3JOYMBIIUIEHHUKH HEpEeMECTWIMCh B HMHTEPHET, U
IPOJOJDKAIOT 3aHUMAThCs " I0OUMBIM" J1€JIOM.

Tak mosiBUJIach HOBasl yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, IJIaBHAs LEJb
KOTOPOTO COCTOMT B MOJNYYCHHH KOH(HICHIMAIbHBIX TAHHBIX IIOJH30BATENC - JIOTHHOB H
naposieil. Ha anrnmiickom si3pike phishing unraercs kak ¢ummsr (ot fishing - peiOHas yoBis,
password - maposb).

OcHOBHBIE COBETHI IO 6OpbOE ¢ HUITMHTOM:

1. Cneau 3a cBouM akkayHToM. Ecim Thl mopo3peBaenib, YTO TBOS aHKeTa Obula
B3JIOMaHa, TO HEOOXO0JMMO 3a0JIOKHPOBATh €€ U COOOIUTh aAMUHUCTPATOPaM pecypca 00 3TOM
KaK MOXHO CKOpEe;

2. Ucnonb3yii Oe3onacHble BeO-CaliThl, B TOM YHCIIE, HHTEPHET-Mara3uHOB M TTOMCKOBBIX
CHUCTEM;

3. Ucnonb3yii cliokHble M pa3Hble mapoyid. Takum oOpa3oM, ecinu TeOs B3JIOMAaroT, TO
3JI0YMBIIIJIEHHUKH TOIy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3noMaiu, TO HEOOX0IMMO MPETyNPEeIUTh BCEX CBOUX 3HAKOMBIX, KOTOpbIE
00aBJIEHBI Y T€0SI B APY3bAX, O TOM, UTO T€Os B3IOMAJIM M, BO3MOXHO, OT TBOETO UMEHH OyJeT
pacchlIaThes CIaM U CChUIKM Ha (PUITMHTOBBIE CAMTHI;

5. YcranoBu HazaexHbIi napois (PIN) Ha MoOuIbHBIN TenedoH;

6. OTKIIIOYM COXpaHEHHe Mapoisi B Opaysepe;

7. He otkpbiBaii (aityibl U Apyrue BIOKEHUS B MUCHhMAax JaKe €CIM OHU MPHUIUIA OT
TBOMX Jipy3el. Jlyuiie yrouHH y HUX, OTIIPABIISUIM JIU OHU TeOe 3TU (ailibl.

[udposas penyranus

[ludposas penyranus - 3TO HEraTUBHAs WM MO3UTUBHAs MHQOpMaIUsI B CETH O Tebe.
Komnpomerupytomass uHpopManusi pa3MelleHHass B HUHTEPHETE MOXKET CepbEe3HbIM 00pazoM
OTpa3uThbcs Ha TBOeW peanbHOW ku3HU. "Lludposas pemyramus” - 370 TBOH UMUK, KOTOPBIHA
bopmupyetcs u3 nHGopMaIuu 0 TeOe B UHTEPHETE.

TBoe MecTo KUTENbCTBa, yueObl, TBOE (DHUHAHCOBOE MOJIOKEHUE, OCOOEHHOCTH XapaKTepa



U pacckasbl 0 OJIN3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue nogpocTKH JErKOMBICIIEHHO OTHOCSATCS K IyOJIMKalMy JIMYHOM MH(pOpMaluy B
WHTepHeTe, HE TOHMMAask BO3MOXKHBIX IMOCHEACTBUM. ThI Jaxe HE CMOXKEIIb J0rafarbCsi O TOM,
yTo oTtorpadus, pazMelieHHas 5 1eT Ha3aj, cTaja IPUYNHON OTKa3a IPUHATH Te0s Ha paboTy.

KommenTtapuu, pasmemieHue TBoux Qortorpaduii W aApyrue ACWCTBUS MOTYT HeE
UCYE3HYTh JaXe I0CJIe TOro, Kak Thl MX yJaJIWlb. Tbl HE 3Haelmlb, KTO COXPaHWI 3Ty
uH(OPMALIKIO, TOTaNa M OHA B MOMCKOBBIE CHCTEMBl M COXPAaHWIJIACh JIM OHA, a TJIABHOE: YTO
HOIYMAIOT 0 TeOe OKpyXKarolllee JI0AU, KOTOopble HailnyT u yBuIaT 310. Haiitu undopmaruio
MHOTO JIET CIIyCTSI CMOJKET Jt000H - Kak M3 JOOpbIX MOOYKACHWH, TaK U C HaMEpPEHHEM
OPUYMHUTH Bpel. ITO MOKET ObITh KTO YTOJHO.

OCHOBHBIE COBETHI IO 3aLIUTE IIUPPOBON permyTaIiu:

1. ITogymaii, nmpexxae yeM uyTo-TO MyOJIMKOBaTh M NepenaBaTh y ceOs B Osore wid B
COIIMAILHOM CETH,

2. B Hactpolikax mpo¢uis yCTaHOBU OTPaHUYEHUs HA IPOCMOTP TBOETO MPOQUIISL U €ro
COJIEP’)KUMOT0, CIeNail ero TOJbKO "1Isl Ipy3en';

3. He pa3memail u He yka3bIBail HH(pOpMAIHIO, KOTOPast MOKET KOro-1100 OCKOpOIATH
WA OOMIKATh.

ABTOpCKOE IIPABO

CoBpeMCHHBIE IIKOJBHUKHA - AaKTHBHBIC TIOJh30BATEIM IU(PPOBOTO TMPOCTPAHCTBA.
OpnHako JaneKko He BCe 3HAIOT, YTO MOJB30BAaHUE MHOTMMHU BO3MOXKHOCTSIMU LU(POBOrO MHpa
TpeOyeT coOII0ACHNS TPaB Ha HHTEIUIEKTYAIbHYIO COOCTBEHHOCTbD.

TepMuH "WHTENIEKTyallbHas COOCTBEHHOCTH' OTHOCUTCS K Pa3IUYHBIM TBOPEHUSM
YEJI0BEUECKOr0 yMa, HauMHasi ¢ HOBBIX M300pPETeHUI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
HAa TMPOIYKTHl M YCIOyrd, U 3aKaHyuBas KHUTramu, ¢ororpadusiMu, KUHODUIBMAMHU U
MY3bIKaJIbHBIMU TTPOU3BEICHUSMH.

ABTOpCKHE TpaBa - 3TO NpaBa HA HHTEJUIEKTYAIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HAyKH, JTUTEPATYPhl U UCKYCCTBA. ABTOPCKHE MTpaBa BHICTYNAIOT B KaU€CTBE TAPAHTUU TOTO, UYTO
MHTEIJIEKTYaTbHBIH/TBOPUECKUN TPy aBTOpa He OyAeT HAmpacHbIM, JacT €My CIpaBeAIUBhHIE
BO3MOYKHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOEro TPY/a, MOJYYUTh U3BECTHOCTh U MpPU3HAHUE.
Huxkto 6e3 paspelnieHus aBTopa He MOXKET BOCIIPOU3BOIUTE €r0 MPOU3BEIECHUE, PACTIPOCTPAHSTH,
myOJUYHO JI€MOHCTPUPOBATh, MPOJABaTh, WMIIOPTHUPOBATH, IYCKAaTh B TMPOKAT, MyOIMYHO
WCTIOJTHSATH, MIOKA3bIBATH/UCIIONHATE B AdUpe Win pa3Meniath B UHTepHeTe.

Hcnonp3oBanue "muparckoro” mporpaMMHOT0 00€CTieueHrs MOKET IPUBECTH K MHOTUM
pUCKaM: OT TMOTEpU JAHHBIX K TBOMM aKKayHTaMm J0 OJIOKMPOBKH TBOETO YCTPOWCTBA, TJie
YCTaHOBJICHA HeJerajabHas nmporpamMma. He cTOUT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIETAJIbHBIC
u OecIIaTHbIE MPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopraine

CereBuuok.p) - TBOW TTaBHBIM COBETUYMK B CETH. 3/€Ch Thl MOXKEIIb Y3HAaTh O
0€30MacHOCTH B CE€THU MOHSATHBIM U JOCTYIHBIM SI3bIKOM, a TP BO3SHUKHOBEHHH KPUTHUYECKOU
CUTyalluu OOpaTHThCA 32 COBETOM. A TakKe MPHUHATH y4acTHE B KOHKYypcax M CTaTh CaMbIM
M (pPOBBIM TpaKTaHUHOM !



